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Complex Time-stamped Event Streams are Everywhere

A huge, online stream of time-stamped events with multiple attributes

E-commerce Local mobility = CyberSecurity
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Complex Time-stamped Event Streams are Everywhere

A huge, online stream of time-stamped events with multiple attributes

3 attributes (M=3)

A

2023-04-30-21:01 Tefal Kettle

2023-04-30-21:01 Bosch Refrigerator $200

2023-04-30-21:02 Samsung TV $650

2023-04-30-21:03 Sony Portable audio $200

2023-04-30-21:08 LG TV $400

2023-04-30-21:11 Dell Monitor $90
E-commerce 2023-04-30-21:13 Philips Headphones $190
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Complex Time-stamped Event Streams are Everywhere

d A huge, online stream of time-stamped events with multiple attributes

2 attributes (M=2)

| A !
2023-04-30-20:01 Museum C Museum B
2023-04-30-21:02 Cinema A Street C
2023-04-30-21:06 School D Restaurant A
2023-04-30-21:18 Office A Station A
2023-04-30-22:08 Street A University D
. 2023-05-01-09:11 Hotel B Airport A
Local mobi hty 2023-05-01-11:13 Station C Street B
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Limitations & Challenges

Complex time-stamped event streams ...
derail existing methods and even our interpretation
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Our Questions

Q. How can we summarize large, dynamic high-order tensor streams?
Q. How can we see any hidden patterns, rules, and anomalies?
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Our Questions

Q. How can we summarize large, dynamic high-order tensor streams?
Q. How can we see any hidden patterns, rules, and anomalies?

Our answer is ...
to focus on two types of patterns,
Regimes and Components
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Our Answer: Regimes and Components

. o . L. . . 5] Local mobility
Reglmes. Distinct time-evolving patterns t= (NY-taxi rides)
Christmas Eve [COVID-19] [COVID-19]
Weekday Weekend Thanksgiving & Christmas  Year-end Closing restaurants & bars Reopening order
e N\ \ / \ \

QSummarize sSemi-infinite event stream into a handful number of segments
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Our Answer: Regimes and Components

Local mobilit
Components: Multi-aspect latent trends (NY-taxi ri]d]es)./)

Centoral Park

Grand
Centoral
Terminal

0.071 —— Entertainment Fri/Sat night

0.061 —— Business
0 0.05{ — Night-out / /

= 0.04
‘ = 0.03;
= IR Y
0.01+
Lower 0.0 . . .

Y Manhattan

Pick-up location ~ Drop-off location Timestamp (Pick-up time)

Qsummarize high-deimensional and sparse events into major groups
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Our Settings: Complex Time-stamped Event Streams

 Event stream, which consist of {M attributes + Timestamp}
— M+1th-order tensor stream X ¢ NUix--xUnxT

0 Continuously obtain current tensors X¢ e NUix--xUnXxz

U/ Event tensor streams: X T

1

UZ . . .\/.XC :
Timet — T
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Proposed Model

Q1. What is the simplest mathmatical model for components?

Q2. How can we represent regimes and summarize the whole stream?
Q3. How can we formulate the summarization problem?

G1. Multi-aspect component factorization
G2. Compact description

G3. Problem formulation in a data compression paradigm

, 6 SAN
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G1. Multi-aspect Component Factorization

Goal: to describe a high-dimensional and sparse tensor X¢
as compact and interpretable model

T

'.XC.:

i

Component matrices
WWW’23

Multi-aspect Component factorization
O Model the generative process of events

O Assume that there are K major trends/components
d k-th component is defined by probability distribution

w.r.t. M attributes and time

A,(Cm) e RUm B, e RK

Al(cm) ~ Dirichlet(a(m)), B; ~ Dirichlet(f)
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G1. Multi-aspect Component Factorization

The generative process:

e For each component k =1,..., K:
— For each attribute m =1, .. ., M:

- A,(cm) ~ Dirichlet(Z‘lL=1a(m) lA,(cm))

e Foreachtimet =1,..., T
- B; ~[Dirichlet(2]- f;B;)

— Foreachentry j=1,..., N;:

*x For each attributem=1, ..., M:
(m

. et’j

% 2y j ~ Multinomial (B;) // Draw a latent component z; ;

) ~ Multinomial (AZ’J.) ), // Draw a unit in each attribute

__— Capture |
temporal dependencies
without storing tensors

J—

JdSummarize sparse activity into K components
JMutli-aspect property: handle arbitrary-order tensors

1Online setting: capture temporal dependencies without storing tensors

WWW’23
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G2. Compact description

Goal: to represent the whole stream X, containing distinct dynamical patterns

Event tensor streams: X 70t

Regime: U, 2N \/XC ;
0 = {{Am}%=1; B} Time t —

0, |J6, | 6 \ﬁel 0,

Compact description: C = {R,0,G, S}
d the number of regimes R and the regime set ©
[ the number of segments ¢ and the assignments §
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G3. Problem Formulation: pata Compression Paradigm

What is good summarization?
O Minimum Description Length (MDL) principle:
“the more we can compress the data,

the more we can learn about their underlying patterns”
d Evaluate the total encoding cost,

which is used to losslessly compress the original data streams

Summarization Problem
Find the compact description C, which minimizes the total encoding cost

<X;C>=<C>+<X|C>

Model Data
coding cost coding cost

2 SAN
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G3. Problem Formulation: pata Compression Paradigm

1 Model Coding Cost: the number of bits needed to describe the model ¢
] Data Coding Cost: the coding cost of data X given the model C

Number Number
Dimensionality of regimes of segments

\\ / Coding cost of
<X;C>=<C>+k X|C> each segment
=<d>+<R>+<G> /givenregimes

R G

R
+§:<9>+y1<sg>+<X|C>. (6) ||, ~logP(xIrll6;)
r=1/ g:l \ r=1
4 \
Each regime e in pape’
> Each segment petails i P g
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Streaming Algorithm: CubeScope

Given:
Complex time-stamped event streams

CubeScope
d Finds
J Components (Multi-aspect latent trends/groups)
1 Regimes (Distinct time-evolving patterns)
d Detects anomalies and their types

c’) SAN
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Streaming Algorithm: CubeScope

our CubeScope consists of two sub-algorithms:

U/ Event tensor streams: X <L>
1

- : .. 4 - . .
ml ,:xbxc-

Timet— T
1

C-DECOMPOSER v
/7<7-<7<<:\ UW

I HEET e i s —}
I T 1

PO T | I EIK
[ | e | BN " o
Set of past L candidate reé?mes: Q Candidate regime: 6.
|
C-COMPRESSOR
A .
Regime 0= {{A(m)}%=1,3 } A®@ 30R+1
B 6, >
Regime assignments: S 6,
ﬁ A ||j[ I/ tl sssss (X€)
Timet — 1—T T

J C-Decomposer:

A incrementally monitors X¢
1 estimates a candidate regime 6.

d C-Compressor:
O Updates the compact description C
0 Measures the anomalousness of X¢

S SAN
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o
C-Decomposer
U/ Event tensor streams: X T
1 ° ° °
L (!-é ; Regime estimation
U-’-' ' \/X : with collapsed Gibbs sampling
Timet — T
ime P(Zul """ urt = — k| XC B, B B, {A(m) A(m) (m) }M )
C-DECOMPOSER v .
/_M\ ret L | Bibese M a1(4 )k+Zl L™ ( )
-~ o T ) zfgb;k+Lﬁ LI 2Um o’ =
T R .* ".i'.'.'.'.'.'.'.'.'.'.'.'. ................ I—} :E K
—» —> —> —PI:I —>|:| 50m) o (m) + g, @™ az(fi? . bei+ Xk Bibr
i Ak Zginl (m)+La(’") » Otk ch(:l bt’k+Lﬂ

Set of past L candldate reglmes Q

Candidate regime: 6,

C-Decomposer is Efficient

d Conventional algorithms (e.

d Independ on dimensionality, i.e.,

these scale w.r.t. all the attributes, i.e., take O([T1%., U,

it takes O(N) , N: the number of events
g., ALS) are expensive for high-order tensor

WWW’23 © 2023
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C-Compressor

dinsertion-based algorithm:

Maintains a resonable description C for X and generates new regime if necessary

/7<:7<;7<<:\ ;

Set of past L candldate reglmes Q

Candidate regime: 6,

0 Compares encoding costs < X¢;0, >
between 6, and 6,

<Xc;0*>=A<C>+<XC|9* >,
A<C>=log"(R+1) —log"(R) + < 6, >

©

C-COMPRESSOR +log*(G+1) —log*(G) + <'s >, (10)
Regime 8 = {{A(m)} B} A® 9 Regime set
E m=v . o - Candidate regime 6,
Regime assignments: S Previous regime 9
ﬁ Iﬁ ﬁ_ﬁ ﬁ ﬁ e -
Timet — T
MDL SAN
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C-Compressor: stream Anomaly Detection

d Compression-based anomaly detection
 Higher compression cost — higher anomalousness score

norm = arg max |S; |,
reR

score(Xc) =< Xclenorm >,

C-Compressor is Adaptive
O The concept of normal changes over time

— Adaptively change the baseline to judge incoming tensors
 Data streams contain multiple anomalies over time

— Discard anomalies from the baseline

WWW’23 © 2023 Kota Nakamura et.al
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Experimental Questions

We aim to evaluate that CubeScope has ...

Q1. Effectiveness:
How successfully does it discover meaningful patterns?

Q2. Accuracy:

How accurately does it achieve modeling, clustering, and anomaly detection?

Q3. Scalability:

How does it scale in terms of computational time?

WWW’23 © 2023 Kota Nakamura et.al 26 7 IKEN



Experimental Setup

12 datasets
(8 real-world datasets + 4 synthetics)

Dataset |

The form of entry

| Order

Local Mobility: Ride information attributes & timestamp — #rides

#1 NYC-Taxi [8] (Pick-up/Drop-off location ID, Time) 3
#2 Bike-Share 2] (User’s age, Start/End station ID, Time) 4
E-commerce: Purchase information attributes & timestamp — #purchases
) &, #3 Jewelry [4] (Price, Brand, Gem, Accessory type, Time) 4
fo=a) #4 Electronics [3] (Brand, Item category, Time) 3
Network traffic/intrusion: Access detail attributes & timestamp — #accesses
#5 AirForce [5] (Protocol type, Service, Flag, Land, Duration 10
Src/Dst bytes, Wrong fragment, Urgent, Time)
#6 External [1] (Proto, Src/Dst IP Addr, Src/Dst Pt, 10
r@ Flags,Duration,Packets,Bytes, Time)
#7 OpenStack [1] ” 10
#8 Kyoto [9] (Src/Dst bytes, Count, Same srv/Serror/Srv serror rate, 15

Dst host serror rate/same src port rate/srv serrors rate,
Dst host count/srv count, Duration,Service,Flag,Time)

WWW’23

12 Baselines

 LDA

O NTM

d TriMine

d K-means

d TICC

d CubeMarker
d T-LSTM

(1 DBSTREAM
4 LOF

d iForest

1 RRCF

d MemStream

© 2023 Kota Nakamura et.al

Probabilistic
generative models

Clustering approaches
for time series, tensor,
and data streams

Unsupervised anomaly
detection methods
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Q1 . Effectiveness: online Marketing Analytics

Jewerly Dataset: 4rd-order tensor stream
{Time, Price, Brand, Gem, Accessory type}

$1K ‘mumn ’
© 43 Black Friday °
2 43 Te .rl( 1y Mem.orialda - brandBbrandF (mmgmethystf__,m Fin
g#l brandE chryso| rasea ate
19 5eP 19 oec. 20 Nfa( 20 o 9o 5eP o b P arnaJP)d C 1 f chgysol ite récél?_C?_ i n g
(a) Regime identification b r a n d A d 1amon d ek
‘§ i m 0.75 $50- coral gamber corundum pendant bracelet
S Middl 0.50 ¥
gAffom:ablz B . f2:50 i (c-i) Luxury component
© Sun Mon Tue Wed Thu Fri Sat brandD chrysoprase b 1 t
Process interval T $700- b d F e
(b-i) Regime#1 (normal sale) r a n ame t h y S1 r aeacr reinge
2 §350 = brandE A chrysolite coral pendant brooch
S PP 5 t82%(5) b drcabn dB a=aMbe reorundum ring necklace
E Affordable = 0.2 $50- ran ran agate .i+rine
bad Sun Mon Tue Wed Thu Fri Sat ' (C-ll) Middle component
Process interval T $1K-
(b-ii) Regime#2 (Black Friday sale) brandF brandC chrysolite
: g Y- $700- brandBbrandD fiacﬁait pendant
g uxury 0.75 earrin
éAffohrdc;gg:: - M t_ggg $350- brandA chrysoprase mber necklgcreOOCh 5
S ‘ -0.00 b d E agate citrine .
=HIENen T%?O(Ygssdinl-::/alin 2 $50-_ r a n (Ulun(higmamethys‘t rlngbracelet
(b-iii) Regime#3 (Memorial Day sale) (c-iii) Affordable component
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&

Q1. Effectiveness:

Jewerly Dataset: 4rd-order
{Time, Price, Brand, Gem,

Mem.orial da Regi m eS :

ki Lol el . o .
(a) Regime identification Distinct dynamical patterns

Luxury || 0.75
Middle 0.50

[ | °
Affordable N | -0.25
Sun Mon Tue Wed Thu Fri Sat

Process interval T

(b-i) Regime#1 (normal sale)

e Purchase behavior

Black Friday
B

P
c
@
c
S
a
£
S

o

Middle
Affordable

Sun Mon Tue Wed Thu Fri Sat
Process interval T

(b-ii) Regime#2 (Black Friday sale)

Luxury
Middle
Affordable

Sun Mon Tue Wed Thu Fri Sat
Process interval T

(b-iii) Regime#3 (Memorial Day sale)

Component

Component
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Online Marketing Analytics

tensor stream
Accessory type}

$1K s

I |
Components: [ L
: 250 ran [ amsalite | @R EF{
multi-aspect latent trends .- brandA diamond sgn%%%?braceleg

$1K- (c-i) Luxury component

User preferences i S sa et .

§350 = brandE chrysolite il

cLal dant brooch
randA amsamber, d pendant brooc
sso= brandCbrandB  agate _;;rine = Fingnecklace

(c-ii) Middle component

$1K-
brandF brandC chrysolite
s “brandgbrandd £ S0 pendant
brandA lanlt necklace®alrring
$350 - chrysoprase brooch

mber
$50 b r a n d E aggn?eethcytst1 ringhracelet

corundum

(c-iii) Affordable component
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Regime ID
HHHHHHH
HFNWAUION

Q1. Effectiveness: cybersecurity @

AirForce Dataset: 10th-order tensor stream
{Time,Protocol type, Service, Flag, Land, Duration, Src/Dst bytes, Wrong fragment, Urgent}

Post swee Neptune
P sweep Smurf | W] Pl
Neptune | | Smurf [l H
\ Neptune
Smurf ‘

(Long duration)
Smurf B Satan *

- > Smurf Smurf
SirurF l* ‘Smurf‘_' Iﬁ o S—
0 200000 400000 '

600000 800'000 1000000
—Time

found Regimes that most corresponded to actual intrusions
[ These intrusions arise over time and thus

their numbers, durations, and features are unknown in advance
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QZ. Accu I'aCy. Modeling, Clustering, Anomaly Detection

“How does CubeScope achieve
modeling, clustering, and anomaly detection?”

[Modeling] Negative log-likelihood: lower is better

O
8 #1 NY-Taxi #2 Bike-Share #3 Jewelry #4 Electronics #5 Airforce #6 External 60 #7 OpenStack #8 Kyoto
<1 60
e 10 20 Method
; 40 40 EEm CubeScope
o &~ ﬁ s NTM
B & N 1 20 » 5 W= TriMine
3 SelFLLRLI Rl L I| I| =LA
5 g B ' i 6 0 0
g 8 16 4 8 16 4 8 16 4 8 16 4 8 16
# of components # of components # of components # of components # of components # of components # of components # of components
[Clustering] CE score: lower is better [Anomaly Detection] AUC score: higher is better
2 o 100 ﬁ — —
o2 Method Method £ P iy
E B CubeScope CubeScope f) 0.75 A
_— > 7
=5 mmm CubeMarker mm MemStream = 0.50 J = cubescope
g Emm DBSTREAM RRCF o o 7 '/ —— MemStream
5 [re— — 0.25 |4 /" —= RRCF
=5 iiIIFi | iI Illllm Illllﬁ.lllll nec e 2B T
So | W TICC . - LOF F .00 |4 s LOF
(@) Synl Syn2 Syn3 Syn4  Airforce ExternalOpenStack mmm K-means Airforce External Opentack Kyoto 0.0 0.5 1.0
Dataset Dataset False Positive Rate

CubeScope consistently outperforms its baselines .
WWW’23 © 2023 Kota Nakamura et.al 2 JKEN



Q3. Scalability

“How does CubeScope scale in terms of computational time?”

w107 B 80
m ———————— —~
; N D ——— © € 5 o
................... [esseennsne=sE Cubebcone
Junenn [ "y 0
g 103 oy § — —— [\ e 2 # 10 X g
+J Fl—l_ = 60
S Y4
S 1 =©— CubeScope  -{3- TriMine E
o 10 ~G= NTM —- LDA =
© = 40
©
= =
# of records x10°

CubeScope is up to 312,000x faster than baselines

and scales linearly
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Conclusion

Effective
 Introduce regimes and components
O Formulate the summarization problem for capturing these patterns
 Design CubeScope to solve the summarization problem

General
d Perform data compression, pattern discovery, and anomaly detection

A Practical in multiple domains,
such as local mobility, online market analytics, and cybersecurity

Scalable

 Fast and constant computational time
w.r.t. the entire stream length and its dimensionality
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Thank youl!

Data&Code:

@zs-.:'a“"’
A
.:@’ CubeScope f . %
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